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Read and Write though CAN of Renesas processors
based Toyota and Subaru SRS by programmer Orange-3

The use of certain Renesas processors with internal EEPROM in some SRS has led to increased
complications when erasing crash data in them. Up till now the main course of action required specialized
programmers targeted only at doing these MCUs. Erasing of the EEPROM and the crash data within is
impossible unless the Flash memory is erased first, but in the end in order to restore the block in working
condition with no errors the erased flash has to be written back. This whole process of obtaining the FLASH
area of the MCU, erasing it requires expensive flash programmers and in general requires the chip to be
unsoldered/soldered which'if not done propérly may damage irreversibly the chip and as a whole makes
clearing of crash data in these blocks both time and moneyeonsuming process.

Researching this type of SRS blocks revealed yet another way to work with them, namely work through
the CAN bus. Work was conducted on Toyota SRS and Subaru SRS blocks.

In the following section of the document the different operational modes used 1n the software will be
reviewed and as example will be used SRS Toyota:

Work Mode (CAN) — This is the mode in which the SRS block operates while in a car. It is also possible
to connect to the blockwhile it is unplugged. In this mode it is possible to read, compare and erase the Flash
area.

Reading the model number of the blocksis also available. If the flash is erased in this mode, then the
block “freezes” and after several manipulations(described in.the later chapters of this document) it will become
accessible in Boot-Mode.

Boot-Mode(CAN) — In this mode everything accessible and any kind ‘of manipulation of the block is
possible. It is all up to the knowledge and need to add a particular code in the block. In this'software project the
available operations are Read/Erase/Write Flash, Read ID of the block from the EEPROM area, Blank Check
and erase EEPROM. After writing a correct Flash dump file (which is to be obtained and saved from the block
in Work-Maede, or replaced with a dump from another block) and a restart the block goes back to Work-Mode.

Boot-Mode (Tx-Rx) —Advaneed function that erases completely both Flash and EEPROM areas, after
which write correct dump and #ead in order o compare and verify the operation are available. This function is
to be used on SRS blocks which are stuck with corrupt or/incomplete Flash data.

Work with SRS blocks in all modes is implemented in a software package for,programmer Orange-5
with CAN adapter. For Boot-Mode (Tx-Rx) additional adapters are not required. The version of the Orange-5
software required for work with this module is 1.31 or higher. Because work with these blocks in both modes
differs, there are separate HPX programs for each Mode.

The software module for programmer Orange-5 contains two main parts. One is a *.cfg file which has to
be placed in'the root directory of Orange-5 base software ( where orange.exe is located ) and a folder with the
HPX files and Info files.that:hasto be placed within subfolder HPL.

This software package enables work with different types/of MCUs that have 256KB and 512KB Flash.




Work-Mode (CAN)

In order to connect to the SRS while it is unplugged from the car you can be guided by the/followingphoto™

In order to work with the block while it is in a car, an adapter cable from Orange-5 CAN adapter 1o the
OBD connector will be required. K-Line and BATT lines are currently not used and required for work with this
software, but they might be used in future for other types of blocks.

Orange-5 Anantep CAN K-Line Passem DB9 1 4 (GND)
Name Pin s BAGND)

GND I 3 8 (caH)
GND 2 & 7 (K-Line)
CAN High 3 -

- 5 14 (CAN-L)
K Line (ISO 9141-2) 4 e =
CAN Low 5 8 ATy
Battery Power (+12V Vbat 9 DB4S (Orangess) SR

m Ne 0412350

Example connection of SRS block to
Orange-5/GND.(black wire), CAN-H
(brown wire), CAN-L (green wire). Power
is supplied to the SRS‘block.

No additional power has to be supplied to
the programmer!

Jumper «CAN Termy» is placed.

*In Chapter “Variants SRS”, differénit variants of the/SRS bloeks are presented. In this example is used Variant 1
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Select Type Y _X_I

view [Grous =] Confguraton[eAtbag B After start of Orange-5 software Mode is selected
depending omthe Flash size of the MCU found in the SRS

Group 4] Chip [2]

Subain WORK Hode [E‘AN] ML with 256K Flash 256Kx8 block.

prrn v R ke If incorrect size is selected, for'example 512KB
L instead of 256KB, an error will be/displayed,after which

the SRS block will not respond to commands and in order
to continue work you will have to restart power supply of
the block and proceed with Read after selecting the proper
work variant of the software. In case of working in a care
turn it on and off.

@ 0K I Cancel |
. . . #=Flash {orig).bin - Orange5 =18l x]
Ful’lCthl’lS aVallable m WOI‘k-MOdGZ File Buffer Device Tools Options Type Recent Help
- Read Flash ‘ 1 = E‘Q‘z‘l B B |CD - J| Flead SRS Niinber | [+ EraseFlash |
- Compare dump and Flash 80 81 082 83/ 84 B5 B6 07 B8 09 B OB 6C OD GE OF 0123456789ABCDEF &
- Read SRS Number 80800 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF ..oiouoooooaannn
88810 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF ..ooouienoannon.
- Erase Flash. 28028 |BEOEEBE BRI EETBETEE BRIBE BE BE EEIREVEREFTER] cuommsmmmmannninn
o
When turned on the SRS number can be read. Py
. . | SRS ber: §9170-05380
If you already have available a dump Flash file from same blocksyou cansskip the 0,' e
read process. If not continue with reading the Flash by pressing the buttont R/(Read). Time

required to read Flash is roughly 12 minutes for 256KB and 25-30 minutes for 512KB.

Work with the EEPROM, reading it, or erasing its errors is impossible in Work-Mode. In order to access
the EEPROM it is required to make the block enter Boot-Mode. This is achieved by erasing the Flash.

When button“Erase Flash” is pressed block 0 of the Flash memory (the starting 4 KB) will be erased.

While this operation renders the block unworkable in car, it allows connecting to it in Boot-Mode.




Boot-Mode (CAN)

Boot-mode is available when the Flash is completely or partially erased. Except this ondition several
operations have to be performed on the block: Unsolder the O-resistor of the processor Resétline (otherwise it
interferes with the work of the Watch Dog Timer), then solder on the processor Reset line an'additional resistor
with a nominal value in the range of 10kOm 0 47kOm ( lifting Reset to +5V).

0-resistor, which 1s to be removed™.

Additional resistor which is to be soldered™.

After these manipulations the block can work in both Boot-(Flash
erased) and Work-Mode (Flash written), but after completing job with the
block it is advised to revert these operations before placing it back in a car.

R

T

x : Y O .
4 : 3 Connecting to the SRS while 1t 1s unplugged from the car is

Wi fG 'I Configurati Shrbag ¥ . .
e S showed is same as shown in Chapter Work-Mode. Start Orange-5
Gi [4 Chy ]
— . software and select Boot-mode.
Subary in WOREK Mode [CAM| MECL with 256k Flash prails 8]
Toyata in WORK Mooe [C&N] | MCL waith 512K Flazh B12Kx8

Anpare in BOO T Mads [CAN] |
Argane in BOOT Mads [Tre #% Newhlebin - ranges = Al
Fla Bufar Dieds Took Opfins Tipe Recenl Help

NedEE HENNE D =0

| ‘ Bk ok EEPRON | EeteAm | Resfln |

0F| B123h5578PRBCOEF
FF| RSFEI721........
LA DRPE Y R
FFF 180.....218
uf 20 I8 26 3Z 33 30 33 34 30 DTLZOGK 236340
@80%8 AT IRFF FF FF FF FF FF FF FF FF FF FF FF FF FF| 30..............
ok I Cancel | adasu 9@ 37 90 39 34 a2 3u 42 31 30 530 37 30 91 FF FF M@ azazieariei..
Boacl FF FF FEORF FFOEE FEOFEGRR FF FF FF FF FF FF FF| ioiienananannnas

Wou7 U IEE#B FEEF FEFF GEOPT FEBEUER FF FF FF FF FF| 2aocvnnnonaansas

AAAAA 52 35 L 3
AAA18 |38 31 FF F
@aa0 31 30 38 F
@a838 4k 54 30 3

On the screenshot is shown EEPROM_INFO of after is was read.
When area EEPROM_INFO is selected “Write” function is
unavailable, because this area can only be read. In it there is
interesting information, like the name of the MCU (R5F61721),

. . [Tip= 2N BOOT mack SRS (1285 8] Teyela SRS [Renssat WEL ML mist be frst ernesd i wetking made _ﬂmm
its clockrate (40MHz), serial number of the block, etc.... 1 =
o | [ooodon | #

*In Chapter “Variants SRS”, different variants/of thé SRS blocks are presented. Iin this example is used Variant 1




Reading the Flash area is also available.
Since work is in Boot-Mode it means that Flash is completely or partially erased in which case reading
it could be useful only after writing it back in order to verify that it was written correct.

Time to read 256KB Flash in this mode takesaround 30 seconds.

The state of the EEPROM blocks can be checked by‘pressing button «Blank Check EEPROM». In the
displayed window the clear blocks will be marked with a “tick™:

eraseslock eepmoe 4
ErasedBlocks: oV i v 4 v 5 v gV 7V gV glv  ab B v ol o E:lv F.lv
] % I Cancel |

In order to clear the crash data (virginise the block) it is required to erase the EEPROM. This is done by
pressing button «Erase EEPROMy.Verification of this sactionr can be done by pressing «Blank Check
EEPROM)» again.

Writing Flash area is possible after it was completely erased. In theoty it would be‘possible to write only
the 0 data block (first 4 KB), which is erased in Work-Mode, but there are possible variations: For example if a
dump file from another block is to be written by filling the first 4KB the program will not work correct.
Because of this pressing button «Erase Flash» in this mode completely erases the Flash are and the following
command Write Flash» writes the whole data area.

Next stepin réstoring the block to working condition is writing the Flash. Select FLASH data area, this
will make the [W] (Write) button.available.Open.in Orange-5 software the original Flash dump file, which was
read and saved in Work-Mode, then press Write. Time required to complete this operation is roughly 2 minutes
but may vary. If after write the power supply was notinterrupted.or/restarted it is possible to read the Flash area
and verify that it was written correct. This is possible because the block will ¢ontinue to be in Boot-Mode until
its power is turned off, this means that operations of clear the EEPROM and wiriting the Flash can be done in
any order, still we’d advise first to clear the EEPROM and then write the Flash.

If Write Flash was completed successfully, its contents were verified, EEPROM crash-data was cleared
it is timetosturn of the block, remove the additional resistor and place back the O-resistor to its original position.
After all these operations the block is ready to be placed back in a car and used as intended.

NB!: If the block is turned oft while unpluggedfrom'the car it will generate errors, which may or may not cause
trouble when placed in a car, because of that'after ompleting/alloperations of clearing the EEPROM crash-
data and restoring the FLASH area don’t tutn the bloekon ufileSsfit is cemmected properly to a car.




Boot-Mode (Tx-Rx)

Boot-Mode (Tx-Rx) is used to write Flash dump in cases when connection through CAN gets no
response from the MCU. Such state occurs when in the Flash are of the MCU is written corrupt data,and/or the
process of writing was interrupted. In this Mode when attempting to Read all data in the Flash and EEPROM
will be completely erased. After erase is completed writing correct Flash dump becomes available. This tnode is
more time consuming than the others because there is significant amount of wires that have to be soldered to

the SRS PCB and also difficulties may arise with SRS variants whose connect points are not yet covered.
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In order to allow the MCU-to' entef this mode,.a jumper has to be placed on the board (“short” on the
photo below). This jumper sets MD1 of the MCU to high'logic level/

How these Pin points correlate to Orange-5 MT socket is shown in the following table:

Orange-5 SRS
GND GND
VCC Vee(+5v)
RXD TxD
TXD RxD
RST Reset
PDX MDO
shortMD1 — Vee

Besides all these connections, the O-resistor has to be removed as well ; same as shown in the section
Boot-Mode (CAN). Additional resistor to Reset is not required, because in this Mode we use the programmer
Orange-5’s Reset.
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Example connection pins for SRS Toyota Camry:

000 2)lECCOOO CEEEO

e C eeRee le6Bec
CTEE—— g
After preparing the block, we start Orange-5 - view [eow =] oo [t =
and choose the corresponding software ER te A
| Subary inWORK Made [CAN] | MEL with 255¢ Flash 25560

module, as shown in the right:

| Toydlain'/OFK Mods [CAH) WCL inith 5125 Flash S12=0
i nein BO0T Mods (CaN|
¢ EBORE Mode [T+,

e |
]

' At first attempt to Read or Write connection with the MCU will be
il eStablished and if successful an information window regarding the MCU
MCL:

RESFE1725 (40MHz)
RSFE1TZ5 (G4MHz)
REFE1725 (S0MHz)

[}
S ocange

CTMEHS

%

4l datka in Flash and EEPROM will be erased]

After pressing [OK] in the @ Gl
information window, a warning message A
will be displayed. It warns that the data in
the MCU will be erased and asks for either ox |
confirmation or cancel of the operation:




At this point the user may decide whether to proceed with [OK] or'stop [Caneel]. If work proceeds then
the Memory areas of the processor will erased. After this Flash will be available for Read/Write. A" dump.Flash
file can then be opened in Orange-5 software and written. It takes 1-2 minutes to write 256KB Flash. After
write it is possible to use command Compare in order to verify the data.

Recommended Operation Procedure

First step in the process is to determine the/Modél'Number of the SRS block. This can be achieved directly in
the car by utilising the Work-Mode (CAN) module of the Software. Afterisuccessful determination of the SRS
Number the work may continue in two different directions<Chooging the right direction uc determined
depending on the availability of previously read and saved Flash'dump from same SRS-Model.

L. If a Flash dump is not available work continues in the car or unplugged by performing.the following
actions:

- Read the Flash area in Work-Mode (CAN) through the CAN adapter
- Save the read dump-File
- Next continue with paragraph” 1.

II. Flash dump for this model is available, next operations are performed on unplugged from car SRS:

- Desolder O-resistor and place the additional resistor as shown in documentation

- In Work-Mode (CAN) erase the Flash

- Turn off the power supply to the SRS

- Open Type in Orange-5 software and select Boot-Mode (CAN)

- Turn.on the power supply to the SRS

- Erase EEPROM;

- Erase Flash;

- Select in Orange-5 software Flash area.

- Load the previously saved in paragraph I. dump file

- Write Flash [Write];

- Perform a comparison of what was written by using [Compare] command

- Ifno errors were detected work is finished by removing the additional resister and soldering back 0-
resistor to its original spot. After this the SRS is ready to be placed back in a car.

In case during the course of work any errors occurred ( wrong/non-compatible Flash dump was written,
connéction got interrupted, etc...) and as a result the block got stuck non responding to CAN requests in any
Mode, then there is‘a procedure that allows Erase both Flash and EEPROM areas in an alternate Boot-Mode
and then write correct dump. This procedure is described in chapter Boot-Mode (Tx - Rx).




Remarks

After all written above, we’d like to share some of our experience of a peculiar situation that occurred while
researching these SRS modules. We stumbled upon a SRS module in which was written a Flash program from
another SRS which had different Renesas MCU and a different frequency quartz. The SRS was‘working with
this program in Work-Mode, but because the Timers and the CAN were designed for a different quartz, the we
were failing to connect to it. In this case what helped was temporary replacing the quartz with one which
frequency matched the one coded in the Flash program. After this we successfully connected to the block in
Work-Mode, and managed.to Erase the Flash. When this operation was completed we placed back the original
quartz and continued work ofi the'SRS-block through the Boot-Mode with the methods described in the sections

above. Except the above mentioned example, in'Cases. when Flash is not responding by CAN controller, it is
possible to use Boot-Mode (Tx-Rx).
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Variants SRS

Variant 1.
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Variant 3.
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